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1. OBIIIUE NOJIOZKEHWS

@oHj OlEeHOYHBIX cpeacts (manee mo Texery — @OC) npearasHavyeH Ans KOHTPOIS M OLEHKH
00pa3oBaTeNBHEIX JOCTHKEHHH  00yJalommxcs, OCBauBalOIIEX IPOIpPaMMy IOLOJIHHTEIBHOIO
npodeccroHatbHOro  obpasoBamus  (moBblmeHWs KBammdukamuu) «CoBpeMeHHBIE — CETEBbIC
TEXHOIIOT AT

ITpeMeToM OLIEHKH CIIyXKaT OCBOCHHBIE YMEHHS W YCBOGHHBIE 3HAHMS, HalpaBlIeHHLIC HA
MOBBIITIEHNE MOMydaeMo KBamrpuKamy « TeXHUK 110 3aATe HHOOPMALHKY,

®OC BKIIOUAIOT KOHTPOJIBHO-M3MEPHTENBHEIE MaTepHanbl Ui IPOBENEHUS 3a4ETHOIO
3aHATHA B COOTBETCTBHMH ¢ pabodedl mporpaMmol IOIOJIHHTENBHOIO IPO(eccHoHaTbHOTO
00pazosanus (IOBLIICHAS KBATHGHUKALEH) IPH PEald3alMy IPOTPAMMEI TIOITOTOBKY CIIEIHATUCTOB
cpearero 3seHa no cnemmatsHocTH 10.02.05 «Obecnevyende HHEPOPMALHOHHONW O€30IACHOCTH
aBTOMATH3MPOBAHHLIX CHCTEM)

OLEHOYHBIE CPEJICTBA pA3NENsAIOTCS HA CPENCTBAa ITIPOBEPKH (KOHTPOIBHBIE 3a/aHus),
TIOKa3aTeNy BHITIONHEHHS, KPUTEPHH OLICHKH:

— cpelcTBa MPOBEPKH (TECTHPOBAHHE W TIPAaKTHYECKHE 3aJaHMs) BKIIOYAIOT OJHY HIH
HECKOJILKO 3a7ad (BOIPOCOB) B BHIE KPATKOM (OPMYIMPOBKH JEHCTBHHN (NESTETBHOCTH), KOTOPEHIE
CIIEAYET BHIIOIHATS, HIIA OITHCaHHUEe PE3YNIbTaTa,KOTOPEIM HYKHO IOIYIHTh;

— II0Ka3aTely BBIIOJHEHHS [IPEACTaB/IoT co00i GopMann30BaHHOE ONMCAHNE ONIEHMBAEMbIX
OCHOBHBIX (KJIFOYEBBIX) ITAPAMETPOB Ipoliecca (AITOPUTMa) HIIH Pe3y/IbTaTa IesTeIIbHOCTH;

— KpPHUTEPUH OLECHKH OIMCHIBAIOT IIPABHJIA ONpPEAeIeH s TUCIEHHON Uik BepOanibHOH OLCHKY
NpH CpaBHEHMW TOKas3aTeNeld BHIIONHEHHS ¢ pe3yjipraraMe (Ipollecca WM TPOJAYKTa) NEHCTBHIH,
JIEMOHCTPUPYEMEIX (IIOTyYEHHBIX) aTTECTYEMBIM.

Heo6XomMMbIM  yCIOBHEM K OIPEACTICHHIO KPHTEPHEB OLEHKH pe3ynbTara SBILICTCA
JOCTHKEHHE 3aIUIAHMPOBAHHOIO B pabodeit mporpaMMe YpOBHS OCBOCHHSL.

B pesymbTaTe 3a4eTHOrO 3aHATHS [0 IPOrpaMMe IOIOIHHTENBHOrO MPO(EecCHOHAILHOrO
o6pazosanus (MOBBILIEHHS KBaHbHKAHH) «COBpeMeHHBIE CETEBbIE TEXHOIOIHHY OCYIIECTBILICTCS
KOMITTEKCHAs TTPOBEPKA OCBOCHHBIX YMEHUH M YCBOCHHBIX 3HaHMH, a Takke ypoBHS (OpPMHPOBAHHS
npodeCCHOHATBHBIX KOMITCTEHIIHH IPETyCMOTPEHHBIX paboyel MporpaMMOis.

2. PE3YVJILTATBI OCBOEHH S YUYEBHOM JTUCTUTIIAHBLIIOJIEXKAIIME
ITPOBEPKE
CTyZeHTBI, OCBauBAOIINE OCHOBHYIO obpaszoBarensHyro mnporpammy CIIO no cnenuansaocTH
«Obecnieuenre WHOOPMAIIMOHHOM 0€30IIaCHOCTH aBTOMATH3MPOBAHHBIX CHCTEM» B Pe3y/IbTATe
oceoerus [Iporpammsr JITO monyyaT 3HAHEAS W YMEHUS, OTPaXKEHHEIE B Ta0mmLe 2.

Tabnuya 2
HaumenoBanme HaunMenoBanue yue0HbIX HHEKJIOB, Pa3fejioB, MOAY/IeH,
y4e0HBIX JUCHUIIHH TpeGoBaHus K 3HAHUAM, YMEHHAM, IPAKTHYECKOMY ONBITY

VMeTh:

— BBLIMOJIHATL 3a4a4d MPOEKTUPOBAHHA, Ppa3BEPTLIBAHHA H TEXHUYECKOro
CONPOBOMKACHHA JIOKATbHBIX U I100aNBHBIX CETEH;

— MCIONB30BaTh O0IIENPU3HAHHBIE MUPOBBIE CTAHJAPThl U PELUEHHS B CBOCH
pabore;

— BBIMOJIHATH ~ TWIIOBBIE  33JIaYy¥  Pa3BepTLIBAHMS W TEXHMYECKOro
CONMpPOBOXKIEHUS MATOH CeTH NPEANPHATHS WK €€ (PparMeHTa.

3HATH!

— CO3laHWe W HACTPOHKA OJHOPAHrOBONM CETH, KOMIBIOTEPHOH CceTH C
TMOMOIIBIO MapLIpyTH3aTOPa, 6€CIIPOBOAHOM CETH;

— CO3JaHKe nojceTel u HacTpoiika odMeHa JaHHLIMH;

— MCTONB30BAHUA OCHOBHBIX KOMaHI Mld IIPOBEPKH IMOAKIOYEHHS K CETH
HHTepHET, OTCIeXKHBAHKS CETEBBIX [IAKETOB, TapamMeTpoB IP-anpecanpi.;

OCHORBBI ceTeBhIX
TEXHOJIOTHH

KoMnaexcHag cucremMa | YMeTh:
3aIHUTHI — BhIOMpaTh CrnocoObl pelleHHs 3ajad NPO(ECCHOHATBHOW NESTeNbHOCTH,




’_nﬂqropmau;uunﬂmx CHCTEM | MPHMEHHTEIIBHO K Pas/IiYHBIM KOHTEKCTaM.

H KPHTHYECKOH — OCYHIECTBNSTh TOMCK, AHANK3 M  MHTCPIPETAlHIO uHbopmaiHH,
uHpOPMANHOHHON HeOBXOIMMOI [T BBITIONTHEHNA 3314 IPOoheCcCHOHATLHOM ACATEIbHOCTH.
MHQPACTPYKTYPbI _ nuamupoeaTe ¥ peanm3oseiRaTh cobeTBeHHOE MpoheccHoHANbHOE U

JIAYHOCTHOE Pa3BUTHE.

— HMCTIONB30BaTh HMH(POPMAUMOHHBIE TEXHOIOTHM B npodecCHOHAIBHOH
JeATELHOCTH.

— NOMB30BATECA NPO(EeCcCHOHANTEHOR AOKYMEHTalel Ha rocy/lapeTBeHHOM U
WHOCTPAHHOM $I3bIKaX.

— obecreuMparh 3alMTy HHGOPMALMM B ABTOMATH3MPOBAHHBIX CHCTEMAX
OTAENBHBIMY MPOrpaMMHBIMH, TPOrPAMMHO-aMIapATHBIMHU CPEACTBAM

— OCYILECTB/ATE 00paboTKy, XpaHEeHHE U TiepeatTy

— pHOpMALUY OTPaHHYEHHOTO JI0CTYIA.

3HATH:

— HOpPMaTHBHBIE TIPABOBBIC AKThI B 00/1aCTH uH(OpMaIMOHHOH 6e30MacHOCTH
{ samyThl HHGOPMAIMOHHBIX CHCTEM H KPUTHYECKOM HH(OpMaIMOHHOH
WHPPACTPYKTYPHl, ~METONHIECKHE  NOKYMEHTEI DepepanbHoil  CTYXOBI
GesomacHocTn  Poccuiickoii ®enepaumn, DenepanbHOM  CIyROBl 1O
TeXHHUECKOMY ¥ SKCIIOPTHOMY KOHTPOIIO B AaHHOH oGnacTy;

— OCHOBBI OpraHM3aliH KOMIUIEKCHBIX CHCTEM 3alluThl AHpOpMALHK  H
HH(OPMALIMOHHBIX CHCTEM;

— 0COBEHHOCTM ¥ CcrnocoBEl NPUMEHEHHA MPOrpaMMHBIX W TPOrPaMMHO-
ANMapaTHBIX CPENCTB 3AUUTH MHGOPMALMM, B TOM HHCIe, B ONEPALMOHHBIX
CHCTEMAX, KOMTIBIOTEPHBIX CeTsX, 6a3ax JaHHIX;

yMeTh:

— mpoussoguts mnoxabop  HEOOXOAMMOTO  MPOrpaMMHOrO obecnieuenms,
06CTy:KMBATh ¥ aAMHHHCTPUPOBATH OTIEPALIHOHHYIO CHCTEMY;

— OTpefeNATh MUHUMAITBHBIE IPaBa 0CTYMA Al HaubospLIeH 0e30MaCHOCTH,;
— AHANM3WPOBATH TOKAsaHWA (aHIOB KypHATOB C LENBKO  BBRIABICHI
ZamuTA AAHHBIX OT yTedeK | HACTYNAIOIIKX yrpos;

aHdopMaNHH CPEeICTBAMH 3HATH:

InfoWatch Traffic Monitor | — kraccudukauuioo, HasHadeHue H OONACTE NPHMCHEHHA JACTPUOYTHROE
OTIEpAluOHHOM CHCTeMBI;

_ GajoBble 3HAHMA OO ApXWTGKTYPHOM CTPOeHHH #7pa OMepalldOHHOH
cHCTeMBbI ¥ ero QYHKIHMOHMPOBaHNH,

_ meromsl OGCIY)KMBAHWS OINEPAlHOHHONW CHCTeMbl, MNOMCKa HENO/A/IO0K,
agmusurcTpupoBatui OC

Hrororas arrecranus

3. OLIEHOYHBIE CPEJCTBA HTOT'OBOI'O KOHTPOJISIYCIEBAEMOCTH

Buaer 1.

Bompoc 1. Uro Takoe VPN?

4) 9TO YACTHAS CETh, JOCTYI K KOTOPOH OCYIIECTBIACTCA MO a1 (GPOBAHHOMY COETHHCHHIO
gepe3 OTKPBITEIC KaHANEI CBA3H

6) BUpTyaIbHas JacTHas CeTh, JOCTYII 10 KOTOPO#M IIPOUCKOJTUT TIO OTKPHITRIMKAHATIAM CBS3H

B) 310 BHpTyalibHad CETh, peATM30OBAHHAZ B KOPIOPATHBHOH CeTH I YJIaneHHBIX
MO AKIIFOYESHWH

r) 5T0 BEpTYaIbHas ceTh Ge3 JOCTYNa B MHTECPHET, HCHOIL3YSTCH ATIA OTEICHHS CEPBEPOB B
CEeTH OT OITACHOTO CETMEHTA.

Bormpoc 2. IToce WHANHATA3AIAA o6nektor B LIYC, B YKL reobxomumo:

&) CO37aTh HOBYIO CBA3KY KIIOYEH IOJb30BATENs

6) OOHOBHTB TEKYIIHE CBSI3H MEKIY o6pexTamuB) mepenars kiour B LIYC

r) co3maTh AUCTPHOYTHB KITFOUCH MOTB30BATE/IA




Buaer 2.

Bonpoc 1. Kako# U3 IepedHcIeHHBIX KOMITIOHEHTOB HE OTHOCHTCS K KoMIutexcy VipNet?

a) AmvurucTparop6) Kimert

B) Cepgep

r) KoopamaaTop

Bompoc 2. C xaxum ammapatasm obecrniedernem patoraror C3M Secret Net u Secret Net
Studio?

buier 3.

Bompoc 1. VipNet Client:

a) oOecreyrBaeT 3alMTy HHQOPMAlMH IPH €e Tepenade B CeTh 0) yIpaBiseT MOTOKaMH
TpaduKa I0 IPYrux y3a0B B CETH

B) 3alpelaeT JOCTYN K pecypcaM, 3aJaHHBIMH aTMHHHCTPATOPAMHE I') GIOKHAPYET BXOISAIIHE
COETMHEHUS, KPOME pa3peIIeHHBIX

Bompoc 2. Kakas, no Bamemy MHeHHIO, OcHOBHAS ocobeHHOCTS passepreBanuss C3U or HCJI
Secret Net B cereBom BapmanTe? B uem ornuuus passepreiBanus C3U or HC]I Secret Net m C3U
Secret Net Studio?

Buaer 4.

Bompoc 1. VipNet Koopamuarop mnpenHasHadeH Ui DPELIEHHS CIEAYIOIMX 3aJad: a)
BBIIIOJIHEHHS MapIIpyTH3AMH

0) peami3arui MPOTOKONIA gre

B) peanu3anyy 3audpoBaHHOro coefuHeHuar) GunsTpanuu Tpaduxa

1) 6e30macHOM KOMMYHUKAIIHEH B CETH HHTEPHET

Bomnpoc 2. C kakum anmapatHeiM obecneuenuem paboraror C3M Secret Net u Secret Net
Studio?

Buner S.

Bompoc 1. NAT — st0:

a) MexaHu3M IIOIMEHBI ip-aapecoBd) moaMeHa mac-aapeca

B) QUIBTP agpecHOH TabNHIBl KIHEHTA

I) MEXaHHU3M 3alUTEI OT BHEITHAX MTOIKIFOYEHIH

Bompoc 2. C xakumu CYB]] paboraror C3U Secret Net u Secret Net Studio?

buaer 6.

Bompoc 1. Uto sBnsgercs equHATIEH pasrpaHHdeHud JO0CTYIA B 3amumenHo# cetu ViPNet?

a) ceTeBOH y3en

0) Tun kotextusa (TK)B) mons3oBarenu

') KOMIOBIOTEP

Bonpoc 2. BozmoxkHa i1 uHTerpanus pabounx Mect nog ynpasinendem C3M Secret Net LSP B
ceTh 6ezomacuocTr Ha 6aze Windows?

buaer 7,

Bomnpoc 1. Conocrassre onpeaenenue repmuia NAT u ero dyHKIHIO:

1. Crarugeckuit nat oAMEHa (PMKCHPOBAHHOIO ajpeca

2. JlunaMudeckuit nat MOJMeHa aJpecoB Ha IMyIl AHHAMUYECKHUX aJIpecoB
3. Nat ¢ neperpysxoit HOoAMeHa TaJPEeCcOoB Ha e[HUHBIH afpec 110 IopTaM

Bompoc 2. C xaxum ammapatHbmM obecriedenueM pabGortaror C3M Secret Net u Secret Net
Studio?

buner 8.
Bonpoc 1. Hosas BHocuMas 06 o6bekre nudopmanus B 1Y C HazpBaeTcs:a) OyMaKHHK



6) CIPaBOYHKKB) OTIET

I') JOKJIanHas

Bompoc 2. Kak peanusoBaH HepapXuUeCKuH PHHITATL GYHKIHEOHHPOBAHUACETEBON CTPYKTYPhI
Secret Net Studio?

Buaer 9.

Bompoc 1. Kakoii u3 napone#t sBiseTcst CaMbiM BaXXHBIM B CCTH VipNet?a) Ilapons it BXoja
B YKII

6) apok UTA perieTpalyy padouek CTaHI|IB) HApoTh OT CEPTH ¢uxara

I) mapoik JJIs BXoJa B LYC

Bompoc 2. B kakux ciy4asx [Ipd yCTaHOBKE C3U Secret Net HeoO6x0maMamMoiuGUKaIKT CXEMbBI
AD?

Buaer 10,

Bompoc 1. UTo U3 mepedncIeHHoro Tpedyercs s yCTaHOBKH VipNetAIMUHHCTPATOP:

a) mssql 6) mariadb

B) postgresqlr) sglexpress

Bonpoc 2. Kakie IpuHIAIAATEHBIE OTIAHAS Ha Bam rarsia ects B C3U or HCITSecret Net,
C3MU Secret Net Studio, ITAK cemettctsa Axkxopn, C3M Dallas Lock?

Buner 11.

Bompoc 1. Uto Takoe ceTeBoi y3en?a) OTAeNbHAL MalliHa

0) rpymnmna KOMIILIOTEPOB

B) KOMIIBIOTED C YHETHOH 3aIHCEIO OB30BATENAT) HE3aBHCHMBIH 00BEKT CETH

Bomnpoc 2. Kakas, no Bauiemy MHEHHIO, OCHOBHAS ocobenrocTs passepremanus C3M ot HCI
Secret Net B cereBoM BapuanTe? B ueM OTIH4US Pa3BEPTHIBAHUA C3H ot HCJI Secret Net u C3U
Secret Net Studio?

Buaer 12.

Bompoc 1. B kaKkom peskuMe HaxOIMTCS KOOPAHHATOP, KOI/IA OH LO3BOIIETPEATU30BATE CBA3E
TONBKO, ECITH paspelleHa Mu(poBaHHast CBA3b.

a) BokupoBaTh BCE COSTMHEHUA KPOME mmposarHEX0) bokupoBaTh BCe COSMHEHMS KPOME
pa3perneHHEIX

B) ITpomyckars BCe MCXOJSIIUE COSIHHEHHA KPOME 3alPEIICHHAIX r) Ipomyckars IP-makeTs:
6e3 06paboTku

Bompoc 2. 3auem HeoOXOmMM KOHTPOJE MEMOCTHOCTH mporpaMMHO#  cpeabl? Kakmvu
CPefCTBAMH OH MOXKeT JIOCTHTAeTCs?

Buier 13.

Bompoc 1. IIpounTaite CyKIeHUS TPO VipNet LIYC arke B yKaxHTe BEPHBIE H3HUX!
a) perucTpaiys 0ObEKTOB 3aNIMIICHHOH CETH

6) ynpasnenye KmoueBoi nadopmanuei 06 00bEKTaX PErHCTPAIH

1) BEPHO TOJBKO &

2)  BepHO TONBKO O

3)  BepHsI 062 CYyRICHHUST
4) He BEPHO HHYETO

Bompoc 2. MokeM JTH MBI H3MEHATE TapaMeTpEI Secret Net B paMKax JOKAJTbHBIX ITOJIMTHK
6e30MacHOCTH MPH 3arpy3Ke B Oe3omacHoM pexume?

Buaer 14.

Bompoc 1. IIpountaiite cyxmernus mpo VipNet AZMUHHCTPATOp HIKE M YKAKUTE BEpHLIE U3
HUX:

a) TMO3BOISET CO3/aTh IOTHYECKYIO CTPYKTYPY aIUIieHHo cetH ©) OCYIIECTBIATh



MOHHTOPHHT ¥ YIIPABIEHHE CETEBHIMU OOBEKTAMHE
1) BepHoO TONBKO &
2) BEpHO TOJILKO O
3) BepHEI 00a CyKACHHAS

4) HE BEPHO HUYETO

Bompoc 2. C kakwM ammapataeiM obecnedenueM paborator C3M Secret Net m Secret Net
Studio?

4. KPUTEPUHU BBICTABJIEHHUSA OLIEHOK

[Mlpu ompeneneHWXM ONEHKHM 3HAaHWH OOydYalOIIMXCsl BO BpeMs 3aYCTHOIO 3aHATHA
[IPEnoaBaresb PyKOBOACTBYETCS CIEAYIOMIMMHA KPUTEPHIMHU:

— OLEHKA «OT/JIMYHO» BBICTABIAETCH obOywaromemycs, OOHApyKHBLIEMY BCECTOPOHHEE,
CHCTEMAaTHUeCKOoe W TUIyOOKOe 3HaHue y4eOHOro MarepHala, HPELyCMOTPEHHOTO TPOrpamMMOi;
YCBOMBIIEMY OCHOBHYIO M 3HAKOMOMY C JOTOTHHTENLHON JIMTEPATYpPOH IO NMPOrpaMMe; YMEOLIeMy
TBOPYECKH ¥ OCO3HAHHO BBLINOJHATH 3aJaHUs, IPEAYCMOTPEHHBIE IPOrpamMMO¥; YCBOHBIIEMY
B3aHMOCBS3b OCHOBHBIX ITOHSATHH M YMEIOIEMY IMPUMEHATE UX K aHalu3y U PELICHUIO IPaKTHYSCKUX
3aya4; Ge3yIpeuHo BEIOIHMUBIIEMY B IPOLECCE H3YUCHUS BCE 3aaHus, TIPeyCMOTPEHHbIE (opMaMu
TEKYLIEro KOHTPOJIs;

— OLIEHKH «XOPOIIOY» 3aCiTyKUBaeT oOydJaromuiics, 00Hapy KUBLIHH IIOJHOE 3HAHKUE YICOHOTO
Marepuanga, IMPeIyCMOTPEHHOTO  IPOrpaMMoi;  YCIEITHO  BHIMOJHHBIIAE  BCe  3aaHuS,
IIpeAyCMOTPEHHBIE (hOpMaMH TEKYIIEro KOHTPOIIA,

— OlleHKa «YyIOBJIETBOPHTENLHO» BBHICTABILeTCsS OOydaromemycs, OOHapy)XHMBIIEMY 3HaHUE
OCHOBHOr0 yueGHOIro Marepuaia, MPEeAyCMOTPEHHOrO NporpaMMoi, B o0BeMe HEOOXOMMMOM A
nampHedmmedt yuebsl ® paboThl 110  CHEUHAIBLHOCTH, 3HAKOIIEMY OCHOBHYIO JIMTECPATypY,
PEKOMEHIOBAHHYIO IPOTPAMMOIf; CHIPaBIAIOMEMYCS C BBIIOJHEHHEM 38JaHUH, MPETyCMOTPEHHBIX
TIPOrpaMMO¥i; BBINOJIHMBIIEMY BCE 3aaHUs, LPEAYCMOTPEHHEIE (OopMamMM TEKYIIero KOHTPOJA, HO
JIOMYCTUBIIIEMY TOTPEITHOCTH B OTBETE HA OSK3AMEHE MM IIPH BBIMTONHEHHHM 3K3aMEHAMOHHBIX
3a7aHui H oOnamaromeMy HeOOXOIUMBIMH 3HAHHAMM I HMX YCTPaHCHHS IO PYKOBOJCTBOM
IIpEeno/iaBaTens,

— OIeHKa «HEYJOBIETBODHTEIBHO» BBICTABIACTCS OOydaromemycs, OOHapy HUBIIEMY
npobeisl B 3HAHMM OCHOBHOTO MaTepyana, IpPEeIyCMOTPEHHOIO NpOrpaMMOM, JOMyCTHBIIEMY
NPAHIMIMATEHEIE ONMOKA B BBIIOIHEHHH NPEAYCMOTPEHHBIX TMpPOTpaMMOH 3alaHuM; HE
BLIOJHHMBIIEMY OTAECIBHBIC 38(aHus, IPEIYCMOTPEHHBIE (HOPMAMH TEKYILIET0 KOHTPOILL.
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